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1. Product Overview 
Deed Reader Pro is a Microsoft Windows desktop application used by surveyors, title professionals, and 

real estate practitioners to transcribe and plot legal descriptions from real property deeds. The 

application is installed locally on the end user's workstation and processes documents the user supplies 

from their own files. 

• Deployment model: Locally installed desktop software (Windows). 

• Hosting: None. Deed Reader Pro LLC does not operate a multi-tenant cloud service that stores 

customer document content. 

• User base: Licensed users install and operate the software on their own hardware, under their own 

IT controls. 

2. Certifications 
Deed Reader Pro (a product of Deed Reader Pro LLC) does not currently hold SOC 2, ISO 27001, or 

equivalent third-party security certifications. 

Our security posture relies on two things: 

1. The practices and controls described in this document. 

2. The certifications held by the major subprocessors that Deed Reader Pro integrates with (see 

Section 10). 

We are happy to complete vendor security questionnaires on request. 

3. Data Handling 
For additional detail on AI-assisted transcription and end-user data handling, see the companion 

document Deed Reader Pro Security and Privacy Overview. 



3.1 What data is processed 

Data Purpose Where it lives 

Deed and document text, 
images, and associated project 
files 

The user's own work product; 
transcribed, parsed and plotted 
by the application 

User's local machine 

Deed and document text 
(transcription and parsing 
requests) 

Sent to Google Gemini API for 
AI-assisted transcription and 
parsing 

Transmitted to Google; not 
retained by Deed Reader Pro LLC 

User name, email, company, 
machine identifier 

License activation and 
validation 

Transmitted to Devolens.com for 
validation; cached locally 

AI token usage metadata (user 
key, email, name, company, 
token counts) 

Usage metering for plan limits Transmitted to the vendor 
metering endpoint 
(tokens.deedreaderpro.com) 

Payment card data Subscription and token 
purchases 

Handled entirely by Stripe. This 
data does not pass through Deed 
Reader Pro. 

 

3.2 Retention 

• Deed and document content is stored only on the user's local machine, as files the user creates and 

manages (.drp, .drpm, and similar). Deed Reader Pro LLC does not operate a central repository of 

customer deed content. 

• Licensing and usage metadata is retained by our subprocessors (Devolens, Stripe, and the metering 

endpoint) for the duration of the customer relationship and as required by those providers' 

retention policies. 

• Customer data deletion: Customers may request deletion of their licensing and account records by 

contacting the security contact above. 

3.3 Data residency 

AI transcription and parsing requests are processed by Google Gemini in accordance with Google's 

regional infrastructure. Licensing data is processed by Devolens (EU/US). Payment data is processed by 

Stripe (global). 

4. Payment Security 
All payment card data is collected, processed, and stored by Stripe. Deed Reader Pro never sees, 

transmits, or stores raw card data. Our PCI-DSS scope is SAQ-A (the narrowest merchant scope, 

appropriate for fully outsourced card handling). 



5. Transmission Security 
All external network communication performed by Deed Reader Pro uses HTTPS / TLS to authenticated 

endpoints. This includes calls to Google Gemini, Google Cloud Storage (for configuration and model 

metadata), Devolens, Stripe, and the vendor metering endpoint. 

6. Authentication and Licensing 
• License keys are bound to individual customers and validated via Devolens. 

• Activation requires internet connectivity to confirm the license against Devolens on first use and 

periodically thereafter. 

• License keys are stored on the local machine for offline operation between validations; customers 

should protect these files with the same care as any other credential on their system. 

7. Application Integrity 
• The Deed Reader Pro installer and executable are signed with an Extended Validation (EV) code-

signing certificate. Signed binaries allow customers and their endpoint-protection tools to verify 

that the software they install came from Deed Reader Pro LLC and has not been modified. 

• Release builds are produced from a controlled build environment. 

8. Secure Development Practices 
• Source code is maintained under version control (Git). 

• Release binaries are code-signed before distribution. 

• Third-party dependencies are selected from established, maintained packages. 

9. Incident Response 
If Deed Reader Pro LLC becomes aware of a security incident that affects a customer's data, we will: 

3. Investigate and contain the incident. 

4. Notify affected customers promptly via the email address on file, with available facts about the 

nature and scope of the incident. 

5. Provide reasonable cooperation with the customer's own incident response, as applicable. 

Security reports and questions may be directed to: support@deedreaderpro.com 

10. Subprocessors 

Provider Purpose Certifications (as published by the provider) 

Stripe, Inc. Payment processing, 
subscription and one-
time purchases 

PCI-DSS Level 1 Service Provider; SOC 1 Type II; 
SOC 2 Type II; ISO 27001 



Google LLC — Google 
Cloud (Gemini API, 
Cloud Storage) 

AI-assisted deed 
transcription; hosting of 
configuration and model 
metadata 

SOC 1/2/3; ISO 27001 / 27017 / 27018; 
FedRAMP High; HIPAA-eligible services 

Devolens License key issuance and 
validation 

Refer to Devolens' published security 
documentation 
https://help.cryptolens.io/security/safeguarding-
measures 

Google (Apps Script / 
metering endpoint 
hosting) 

Receives usage metering 
events 

Operated on Google Cloud infrastructure (see 
above) 

 

An up-to-date subprocessor list is available on request. 

11. Contact 
For security questions, questionnaire requests, or incident reports: 

Deed Reader Pro LLC, 751 N 6th Street, Unit 312, Columbus, Ohio, 43215 

Security contact: Matt Johnson support@deedreaderpro.com 

 

This document describes Deed Reader Pro's current security posture in good faith and will be updated as 

the product evolves. It is not a contract, warranty, or substitute for a formal third-party audit. 


